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1.0 BACKGROUND 

 
The Malawi Government through a Memorandum of Understanding with 

the Government of Tanzania started implementing part of the Financials 

suite of the EPICOR version 7.2 based IFMIS in November 2005. This 

system was implemented by Soft-Tech Consultants Ltd, a Tanzanian 

based authorized dealer of EPICOR1 ERP solutions in Africa.  The system 

is currently upgraded to version 7.2.3. 

 

The system was entirely customised based on the Tanzania 

implementation model with no changes to the system base functionality 

and reporting expect terminologies specific to the Malawi Government 

operational context. The Malawi Government procured the following 

modules of the EPICOR Financials suite; 

 

• General Ledger 

• Accounts Payables 

• Accounts Receivable 

• Cash Management 

• Commitments Planning and Control 

• Electronic Funds Transfer 

• Inventory Control 

• Purchasing 

• Reporting  

 

Despite Government paying for all key mentioned above modules of the 

upgraded EPICOR 7.2.3 Financials suite, the MoF through AGD is 

currently using only four which include; General Ledger, Accounts 

Payable, Purchasing and Cash Management from the Core accounting, 

and Active Planner (Budget module) mainly for budget formulation and 

                                                
1 For more information on EPICOR solutions and services go to http:/www.epicor.com 
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management processes. This module is used by the Budget division of the 

Treasury department within the ministry (MoF). 

 

As part of the continuous PFM reform processes in a bid to further 

enhance public expenditure management, the Malawi Government 

through the PSRMU of the OPC engaged the author through UltiNetS2 to 

undertake a quick impact assessment of the EPICOR based IFMIS 

implementation with a core objective to identify any system operational or 

functionality challenges and make appropriate recommendations for 

improvements.  

 

This summary report provides key findings, observations and 

recommendations for improvements and further review of the quick 

assessment of the Malawi Government EPICOR 7.2.3 based IFMIS 

implementation and impact. 

1.1 Key objectives, scope and limitations of the assessment  
 
The core objective of the assessment was to identify any system design, 

architectural and operational or functionality deficiencies and other 

challenges and make appropriate recommendations for improvements. 

 

This assessment was more limited to the EPICOR based IFMIS system 

architecture, functionality, alert system, procurement, contractual and 

engagement process, project charter and implementation, system design, 

architectural and operational framework, system business process 

controls, system security posture, reporting capability, management, 

knowledge and capacity, project and change management, system 

interface capability, expectations, GWAN capability to support IFMIS and 

audit and risk management capacity 

 

                                                
2 UltiNeTS stands for Ultimate Internetworking Solutions, a local company specialized in 

providing internet and networking services and products. For more information on 
services and products of UltiNeTS go to http/:www.ultinets.net 
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This assessment was meant to provide a snap short of the EPICOR based 

IFMIS implementation and functionality situation to identify any issues 

requiring urgent attention before system functional expansion drive and 

further comprehensive review.  Due to limited timeframe and scope, this 

assessment did not further extend to other key Government resource 

management systems meant to be part of the IFMIS architectural and 

operational framework or outside the framework as secondary data 

repository or sources for government financial and other transactions, in 

terms of their functionality and interface compatibility and capability. 

 

These subsystems include HRMS and Payroll, Revenue Collection and 

Management systems such as ASYCUDA used by MRA and those used by 

Road Traffic Directorate, Immigration and Civil Aviation departments to 

mention a few. 

1.2 Overview on assessment methodology 
  

The Consultant mostly used qualitative technique for data collection that 

involved one to one interviews and questionnaires in some cases. This 

approach ensured that adequate and accurate data and information was 

gathered to form a realistic basis of reporting.  Four main approaches to 

the assignment were employed that mainly included; preliminary 

meetings with key stake holders, one to one interviews with key 

participants, system diagnosis and questionnaires to selected participants. 

1.3 Summary of system implementation progress  
 

Despite all the challenges surrounding the IFMIS system functionality, 

architectural incompleteness and short of some key expected benefits, the 

overall implementation of EPICOR based IFMIS has been quite a 

remarkable and impressive achievement for the Malawi Government, 

more particularly considering the timeframe of under five years against 

the minimum of seven years for implementing such complex systems in 
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Government setting as per the World Bank/IMF assessment of 37 IFMIS 

projects in 2003. 

 

The EPICOR based IFMIS has been successfully implemented at 33 sites 

with four functional modules, one more than initial plan which mainly 

include MDAs within Capital Hill, part of City Centre and Regional 

Centres (Blantyre, Zomba and Mzuzu). The current system offers a 

number of modules as mentioned in above paragraphs and a reporting 

module with a set of standard basic reports which are currently used by 

the AGD and the MDAs.  

 

As part of the processes for ensuring business continuity, the AGD has 

also implemented a DRS with high speed fibre optical link within a 10mile 

radius from the primary data centre at the AGD financed by the USAID 

through MCC Country Threshold Plan.  The introduction of EPICOR 

based IFMIS has seen the centralization and consolidation of the 

Government payments and treasury accounts’ management system 

thereby giving the AGD more control which is major strength of the 

current system.  

 

Currently the system is accessed and used by those MDAs on GWAN 

transport platform and VPN connectivity. The AGD has also implemented 

an exceptional decentralized payments management system with the 

Malawi Defence Force, Police and State Residences running own CPOs 

parallel to the main system for confidentiality purposes though not 

justified during the review. 
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2.0 SUMMARY OF KEY FINDINGS, OBSERVATIONS & 
RECOMMENDATIONS 

 

2.1 Key achievements against IFMIS initial IFMIS objectives 
 

This assessment revealed that despite the incompleteness of the system 

and other operational challenges, the implementation of EPICOR based 

IFMIS has yielded some tangible results considering the background of 

purely and wholly manual systems which among others include the 

following; 

 

• The successful implementation of the EPICOR based IFMIS 

significantly contributed to the debt cancellation for Malawi as a 

country under the HIPC initiative 

 

• The implementation of EPICOR based IFMIS has to some extent 

assisted the Government in restoring some fiscal discipline through 

public expenditure management particularly on transactions that 

are primarily processed through the system.  

 

• The EPICOR based IFMIS has also significantly assisted 

Government in reducing domestic debt and arrears through the 

centralization of Government banks accounts and payments 

management processes.  

 

• The introduction of EPICOR based IFMIS has significantly checked 

the proliferation of Government bank accounts by the MDAs 

thereby giving the AGD a better control.  
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• The introduction of the EPICOR based CPS has significantly 

restored the credibility of Government cheque payments to its 

creditors.  

 

• The implementation of a centralized payment system with an 

electronic cheque printing facility which has significantly reduced 

the amount of effort and time for processing payments and the risk 

of errors often arising from complete manual processes. 

2.2 Key issues requiring attention 
 

The assessment revealed a number of key issues requiring attention by 

Government that included the following. 

 

• The EPICOR based IFMIS does not fully meet all key initial design 

and implementation objectives as highlighted on section 2.3 of the 

main report particularly for the following key reasons; 

 

• IFMIS project did not have a legally binding contract in absence of a 

signed copy which raises questions about the entire contractual and 

engagement process. 

 

• There is no trace of any documentation such minutes, performance 

reports, which raises questions about the entire IFMIS contract 

management process. 

 

• There is no evidence of the Steering Committee’s approval or project 

delivery acceptance sign off documentation as provided for in the 

contract to support complete service delivery and the legitimacy of 

all milestone based payments made to Soft-Tech Consultants for the 

entire IFMIS project 
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• The conditions of contract were more in favour of the contractor 

(Soft-Tech Consultants) than the client (Malawi Government) which 

clearly shows that the client did not have much input into the 

document before engagement.  

 

• The contractor (Soft-Tech Consultants) did not fulfill their 

contractual obligations in that the system was partially delivered 

with only four functional modules of the complete financials suite 

which Government fully paid for.  

 

• There is no evidence to establish if the system requirements gap 

analysis was indeed performed as provided for in the Project 

Charter and if Government consented to the findings and 

recommendations leading to the customisation of the system before 

implementation. 

 

• There was no valid justification for the training to be conducted for 

almost the whole year and at every site of implementation, hence 

proved too expensive for the Government considering similar 

implementations. 

 

• There is no evidence of documented criteria used for the 

composition of key IFMIS organisational and project support teams 

provided for in the Project Charter, let alone their practical 

existence. 

 

• The IFMIS contractual costs are too high than anticipated 

(almostUD$1.7million) more particularly on the user licences, 

consultancy, training services and travel which account for almost 

91% of the total cost.  
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• There was non strategic procurement of bout 240 system concurrent 

user licences for all 32 sites for all the modules when only a few of 

these licences are currently used. 

• The EPICOR based IFMIS system implementation/customisation 

process was largely based on outdated system technical 

specifications and requirements that were initially used for CODA 

based IFMIS in 1996 which were not a true reflection of the 

Government requirements at the time of EPICOR 7.2 

implementation in 2005.  

 

• The EPICOR based IFMIS architecture, design and operational 

framework is incomplete to constitute an ideal Government IFMIS 

system design and operational architecture as it still falls short of 

other key elements and full functionality of the system.  

 

• There is no evidence that Soft-Tech Consultants made any reference 

to the system requirements gap analysis findings and if at all the 

analysis was conducted in the entire system customisation process 

as clearly evident in the flaws and incompleteness of the system 

architectural, operational and reporting framework. 

  

• There is a great deal of system underutilization considering the 

number of procured modules and other key features within the 

existing functional modules that are currently not functional.  

 

• The system is incomplete in physical and operational coverage as it 

has not yet been fully rolled out to other Government departments 

and certain types of transactions still processed out the system e.g 

Part 1 

 

• The system does not have any alert system to detect any fraudulent 

activities or any deviations to normal operations within the system 
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such as overriding system controls without appropriate approval 

process and any system performance issues let alone a functional 

audit trail to track system usage  

 

• The Project Charter is not authentic to be used as an official 

document as it was not signed by both Government and Soft-Tech 

Consultants hence this review questions the legitimacy and legality 

of the entire project implementation process since it does not bind 

either party in the agreement. 

 

• The Project Charter is quite clear in terms of structure and content 

as it meets most of the minimum expected requirements, however it 

does not clearly outline high level project risks and assumptions 

and how they were to be mitigated. 

 

• The Project Charter did not clearly define and incorporate an 

independent system delivery quality assurance mechanism in 

terms of the roles and expertise within the Financial Systems, 

Budget Systems and Technical Systems groups of the Project 

Management Structure.  

 

• The Project Charter does not clearly define the nature and scope of 

post implementation support particularly system maintenance and 

general user support which has resulted in the Soft-Tech 

Consultants being called on regular basis to provide even minor 

support that should ideally have be a responsibility of the core 

support team. 

 

• The Project Charter did not clearly define the system transitional 

and handover process to ensure adequate capacity was built within 

the core support team of the AGD for proper ownership of the 

system after implementation. This is also clearly evident in the 



Summary Report on the Assessment of GOM IFMIS Implementation (Quick Impacts Program) – UltiNetS 2009 12

frequency of both remote and on site support by Soft-Tech 

Consultants which is costly for the Government. 

 

• The EPICOR based IFMIS does not have any electronic interface 

with key sub systems meant to be part of the entire IFMIS 

framework expect for the budget module which has been recently 

implemented, hence difficult to provide Government with instant 

and timely financial data and information which was one of the key 

objectives of IFMIS as transactions from these systems are captured 

manually and historically e.g. revenue and other transactions from 

MRA and Local Assemblies. 

  

• The General Ledger setup does not have a comprehensive and 

practical data quality assurance mechanism in terms of validation 

and regular integrity checks despite that the system does provides 

that functionality. 

 

• The General Ledger journal entry facility is not yet being used by 

AGD as well as MDAs for capturing all historical transactions 

despite the fact that the system provides for such. 

 

• The current IFMIS CHART OF ACCOUNTS structure is based on a 

cash basis of accounting as opposed to IPSAS cash modified as 

recommended by the IPSAB which does not comprehensively cover 

all Government operations as some elements that among other 

includes, debt service commitments, pensions, fixed assets which 

form significant part of the Government transactions are not 

recorded and reported. 

 

• The current Chart of Accounts does not have a comprehensive 

multi-dimensional classification structure to adequately provide for 

varying and multiple reporting needs across Government.  
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• The current Chart of Accounts is not yet fully GFS compliant as per 

the IMF requirement and does not fully respond to the performance 

measurement indicators of the current MGDS.  

 

• The current Budget module (Active Planner) does not adequately 

meet the current budget process requirements within the 

Government. For instance it does not provide for automated budget 

consolidation process and tracking of budget revisions among 

others.  

 

• From a budget execution perspective, the EPICOR based IFMIS 

system is working perfectly as a budget expenditure control system 

since no funding or expenditure can take place where there is no 

budget unless overridden, however the system does not block 

budgets that have already been expended to the equivalent of 

expenditures. 

 

• The budgeting module (Active planner) has not net been rolled out 

to the MDAs even those that are currently on line and budgets are 

compiled manually by the budget institutions and submitted to the 

Treasury for consolidation and uploading into the system.  

 

• The IFMIS infrastructure does not have any intrusion prevention 

and detective system or mechanism to easily gain visibility and 

monitor any potential security threats considering that the access 

in mainly by user ID and password which can easily be accessed 

 

• Although the AGD has implemented a DRS to ensure business 

continuity which is quite a commendable development, there are no 

documented procedures spelling out the process of change over in 
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the event of a crisis to ensure business continuity and even day to 

day management of the site. 

 

• The security of data in backup tapes is still at great risk as they are 

not encrypted when transferring offsite from the main data centre 

at the AGD and secondary remote sites such as Police, Malawi 

Defence Force and State Residences. 

 

• The security status of GWAN infrastructure still pose a great 

security challenge to all key Government resource management 

systems including EPICOR based IFMIS. 

 

• Some of key control features particularly in the payment 

management approval process within the IFMIS are not yet 

activated and functional to improve the entire system internal 

control framework.  

 

• The current payments management system is weak and prone to 

exploitation or abuse by colluders as access into the system and 

Accounts Payable module in particular is not physically 

authenticated beyond normal user ID and passwords due to lack of 

appropriate tools. 

  

• The EPICOR based IFMIS cash book is not electronically linked to 

the RBM’s MIDAS payments/banking system to easily general 

electronic bank statements to facilitate instant bank reconciliations 

and instant bank balance reporting. 

 

• The current core accounting system and financials suite of the 

EPICOR based IFMIS has an Electronic Funds Transfer (EFT) 

module which is more secure mode of payments which if 

implemented could help reduce some instances of cheque frauds and 
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frequent delays in processing and dispatching cheques. In addition, 

it could eliminate risks associated with the MALSWITCH link used 

for cheque list transmission. 

 

• The current structure of the CPS within the EPICOR based IFMIS 

lack appropriate tools and effective controls for checking, verifying 

and authenticating or validating payment transactions within key 

units before issuing cheques or effecting transfers to third parties, 

hence difficult to detect any fraudulent payments from within the 

financial system. For instance the Receiving unit of the AGD’s CPO 

does not have any means for verifying the authenticity of signatures 

on the payment vouchers and electronic voucher list from the 

MDAs, hence difficult to establish any instances of forgery. 

 

• There are some elements of collusion though not verified in the 

operation of the CPS particularly between some units within the 

AGD’s department and certain MDAs finance teams where some 

illegitimate payments are made largely because of a weak approval 

management process at MDAs. 

 

• The current payment approval structure and process is weak more 

especially at MDA level in that the approval authority and 

delegation limits and structure are not appropriately defined to 

check current abuse within the MDAs. In addition there is no much 

involvement of the controlling officers and other key programme 

managers in the payment approval process within the system. 

 

• There are a number of instances of duplicate payments and other 

errors relating to salaries, advances and pensions at the AGD due 

to human errors resulting from frequent manual interventions 

when capturing key data source forms from the DHRMD such as 

GP32. 
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• The operations of the CPS are negatively and significantly affected 

by the frequent failures in the GWAN functionality coupled with 

unreliability of the MALSWITCH link resulting into continuous 

unanticipated system down time. This has eventually created a 

negative perception about the performance of the system, otherwise 

the EPICOR based IFMIS infrastructure is very stable, more 

resilient, well managed and maintained. 

 

• The AGD does not have adequate capacity in terms of personnel in 

the cheque signing unit of the CPS at the main office which 

sometimes results in unnecessary delays in the completion of 

cheque payments processes. Currently the unit has only two staff. 

 

• Currently the AGD does have a secure and comprehensive fallback 

mechanism in the event of the CPS functional failure due to several 

factors such as power outage, MALSWICH connectivity failure. 

 

• There is significant technical and operational knowledge and 

understating gap of the within the Treasury and AGD of the various 

Government revenue collection and management systems used by 

MRA, Road Traffic Directorate, Department of Civil Aviation and 

Immigration, hence difficult for them have control over all the 

processes and detect any instances of malpractices 

 

• There is no electronic interface between EPICOR based IFMIS and 

Global HRMS and Payroll systems which makes instant and timely 

data transfer and processing very difficult.  

 

• It clearly evident that the quality of data from HRMS and Payroll 

system leaves a lot to be desired given numerous errors that occur 

on monthly basis when processing salaries often characterized by 



Summary Report on the Assessment of GOM IFMIS Implementation (Quick Impacts Program) – UltiNetS 2009 17

payment of salaries to ghost workers, duplicated names of 

employees, retired staff still existing on payroll etc. This only shows 

that there is a very serious problem at the DHRMD that need 

urgent attention by Government. 

 

• DHRMD and MoF do not have a system for tracking, managing and 

processing pensions and gratuities, hence still manually processed 

outside the HRMS and payroll system, despite the fact that they  

form significant part of Government transactions. 

 

• It is clearly evident that there is significant system operational 

knowledge, experience, management and leadership gap at senior 

management of the MoF right from the ST down to AGD and 

Treasury which has eventually resulted in over reliance on a single 

Project Manager and his core support team within AGD, hence very 

difficult for the senior management to ensure system ownership, 

continuity and provide adequate strategic, technical and operational 

leadership around system implementation and processes let alone 

periodic monitoring of the system operational changes and 

performance.  

 

• No deliberate attempts have been made by top management at the 

MoF particularly within AGD and Treasury to quickly bridge up 

this system operational knowledge gap. 

 

• There is no formal fully functional helpdesk and adequate capacity 

of the core support team within the AGD to provide adequate 

routine minor system maintenance and user support more 

particularly in report designing and generation.  
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• Non strategic and unplanned frequent movement of key staff in the 

core team involved in the IFMIS implementation is seriously 

affecting proper continuity and system ownership within the AGD 

 

• The AGD does not have a long term IFMIS implementation advisor 

(expert) to conduct periodic system reviews and provide quality 

assurance and regularly recommend any key improvements in all 

IFMIS consolidation activities as strategic input into the processes 

such as system changes in response to any Government operational 

changes. 

 

• There is significant IFMIS system user knowledge and capacity gap 

within MDAs more particularly with PSs and Directors of Finance 

who ideally should have control over the operations of the system as 

MDA level. This is largely due to lack of capacity at the AGD to 

adequately provide regular user training. 

 

• IFMIS and other trainings especially for the core support team are 

not focused and properly planned and coordinated as part of the 

entire personnel development strategy within the AGD though not 

yet documented. 

 

• There clear lack of system ownership and management at all key 

strategic and operational levels within MoF particularly at AGD 

and MDAs largely due to inadequate knowledge of the system and 

capacity of the core support team 

 

• The current EPICOR based IFMIS system does not provide a full 

commitments control module functionality despite the availability 

of this module within the core accounting platform, and instead the 

AGD and MDAs use the purchasing module which does not 
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accommodate certain types of commitments such pensions, external 

debt services payments etc. 

 

• The design and functionality of the Purchasing module is currently 

not mandatory hence difficult to adequately and properly track 

commitments which subsequently affect cash planning processes 

within the Treasury and CMD. 

 

• All transactions are not being captured and processed through the 

commitment control regime. This limitation has a serious 

implication on cash planning and management within the AGD and 

MDAs 

 

• The EPICOR based financial system has a limited reporting 

functionality which makes it difficult to provide and meet 

Government-wide timely and multiple reporting needs thereby 

failing to fully support government-wide as well as MDA-level 

policy decisions 

 

• Although The EPICOR based IFMIS does provide a good number of 

standards reports, it does not fully facilitate ad hoc reporting and 

above all the process of preparing year end financial statements 

(‘appropriation accounts’) as most of the year end financial analysis 

and reporting is still done outside the system 

 

• It is clearly evident that there was lack of proper vision and 

strategic direction within the MoF and more particularly the AGD 

before the implementation of the EPICOR based IFMIS and other 

key Government resource management systems which ideally are 

supposed to have electronic interfaces 
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• Data for cheque lists from AGD’s CPS  to RBM is not safe as it is 

copied and transferred through flash disks to the MALSWITCH 

system which pose a great risk of file corruption by virus or other 

means of data loss 

 

• There are over expectations by certain key Government officials 

from the financial system that is already incomplete in its design, 

architectural and operational framework, hence creating 

unnecessary negative attitudes towards the system.  

 

• Change management process was not properly planned and the 

AGD and MDAs do not have specific change agents to champion all 

system change processes which has also been compounded by a 

normal cultural resistance towards any new system from certain 

key Government officials who had hidden personal interests in old 

legacy manual system resulting in difficulties to have the system 

easily accepted at all levels 

 

• The AGD core support team does not yet have adequate capacity to 

write or develop extra reports as required by MDAs despite 

frequent trainings in crystal report writing the team has 

undergone. This was clearly evident through lack of traceable 

achievements after trainings. 

 

• The AGD has not taken a strategic, proactive and holistic approach 

to identify common management and financial reporting needs 

within the MDAs, hence difficult to easily address this challenge of 

inadequate reports. 

 

• The current GWAN infrastructure status, performance and security 

posture leaves a lot to be desired to adequately support the current 

operations and any future system roll out plans of the EPICOR 
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based IFMIS such that a number of current IFMIS system 

downtimes are largely caused by the GWAN regular performance 

failures 

 

• The NAO does not have adequate capacity to audit the EPICOR 

based IFMIS functionality apart from auditing the financial 

statements (‘Appropriation accounts’) as it does not have automated 

audit management tools to enable carry out that function 

 

• The NAO does not have adequate capacity in terms of man power 

and funding to effectively carry various types of audits covering 

automated systems. 
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2.3 Key recommendations and further assessment 

2.3.1 Recommendations 
 

Based on the key findings above the following key recommendations are 

made; 

 

• The Government (OPC) should institute a further investigation or 

review on the entire IFMIS engagement and contractual 

arrangement and management processes including the project 

costing which seem far too high for similar implementations. 

 

• The AGD should immediately invoke all licences not being used if 

there are any recurring costs and maintain active licences only until 

a clear IFMIS growth strategy is fully defined and further system 

functional roll out is appropriately decided. 

 

• The Government through MoF should immediately consider 

redefining its current system requirements in light of various 

operational changes since system implementation to ensure that 

any future IFMIS design, architectural and operational changes 

and further functional roll out is more strategic and user needs 

oriented. 

 

• The AGD should immediately redefine the current key Government 

financial management and accountability information needs with a 

view to develop a comprehensive strategy for improving the 

architectural and operational framework of the EPICOR based 

IFMIS 

 

• The Government should develop a clear IT systems strategic road 

map in light of various systems that are currently deployed with 
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Government sectors without any consideration on the 

interoperability or interfacing compatibility with EPICOR based 

IFMIS as core Government financial system to ensure coherence in 

any future system deployment. 

 

• Government should in future take full ownership and responsibility 

of the Project Charter and ensure that system quality assurance 

mechanism is clearly defined and adequately incorporated in the 

entire project implementation process from an independent 

perspective. 

 

• The AGD should immediately engage Soft-Tech Consultants to 

clearly define and agree on the nature and scope of post 

implementation support to reduce unnecessary support costs. 

 

• The AGD should develop a comprehensive capacity building 

strategy for the core support team to improve its capability and 

ensure proper knowledge transfer and total ownership of the 

system. 

 

• The AGD should consider engaging an IFMIS expert as a long term 

advisor to conduct regular system and Government operational 

reviews with a view to continuously improve the performance and 

ensure responsiveness of IFMIS to Government sector wide 

operations. 

 

• The AGD’s core support team should develop a comprehensive 

training plan and organise a series of user trainings for MDAs at all 

key operational levels on the current IFMIS system setup, 

functionality and the role of key officials (PSs and finance teams) to 

ensure common understanding of the system design, operational 



Summary Report on the Assessment of GOM IFMIS Implementation (Quick Impacts Program) – UltiNetS 2009 24

framework and expected benefits and also enhance the overall 

technical and operational leadership around the system. 

 

• The AGD should consider activating other existing key modules and 

features within the current system setup once requirements have 

been fully redefined; such as commitments planning and control, 

inventory control and EFT and also ensure quick electronic 

interface with other key subsystems such as HRMS/Payroll system 

to improve the IFMIS system functionality so as to increase the 

benefits of the financial system cross Government sectors. 

 

• The AGD should consider institutionalizing the EPICOR based 

IFMIS so that it is managed as one of the key functions of the 

Accounting Services departments than a project as it currently is 

and also review its current management structure 

 

• The AGD should immediately implement an alert system within the 

IFMIS to easily track all operations by user in the system to help 

easily detect and fraudulent activities. 

 

• The AGD and Treasury should consider a comprehensive review of 

the current CHART OF ACCOUNTS to ensure full compliance with 

the GFS requirements and also rectify issues of coding 

inconsistencies, duplication of data and fragmented functional 

classification and ensure a more multidimensional CHART OF 

ACCOUNTS that adequately provides for multiple reporting needs 

across Government. 

 

• The AGD should consider a review of the electronic interface 

compatibility and capability of other key resource management 

systems/subsystems such as Payroll, HRMS, and Revenue 

management systems such as ASYCUDA and develop an IFMIS roll 
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out and interface strategy so as to ensure a proactive approach 

linking the system to other key resource management systems. This 

review should also consider the RBM accounting system (MIDAS) 

and MALSWITCH link for submission of cheques lists to RBM. 

 

• The AGD should also conduct a comprehensive EPICOR based 

IFMIS current risks assessment before any further system roll out 

and develop and implement a comprehensive risk management and 

disaster recovery plan. 

 

• The AGD should immediately consider activating the Accounts 

Receivable module to enhance revenue management, cash planning 

and reporting processes. 

 

• As an short terms measure the AGD should immediately ensure 

that IFMIS computers at MRA are put to use while exploring long 

term solutions of electronic interface between the two systems 

 

• The AGD should immediately engage Soft-Tech Consultants to 

explore the possibility of creating an electronic interface for 

EPICOR based IFMIS with all key revenue collection and 

management systems more especially at MRA as a major 

Government revenue collection agency to ensure accurate and 

instant data transfer and reduce the risks of data loss and 

manipulation mostly arising from current manual interventions and 

above all enhance instant reporting. 

 

• The AGD should through a clear strategic IT systems roadmap 

ensure ownership, control and proper coordination as empowered by 

the PFM Act on any future Government resource management 

systems deployment 
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• The AGD should immediately engage MRA to establish the 

technical specifications of SAP in terms of its database platform and 

interfacing compatibility with EPICOR based IFMIS before full 

implementation of SAP by MRA. 

 

• The AGD should immediately engage Soft-Tech Consultants on the 

possibility of incorporating budget execution data of Part 1 of the 

development budget and understand the various reporting needs of 

donors to ensure the system is able to provide Government with a 

complete set of accounts more instantly. 

 

• The AGD should engage the LGFC to urgently review the IFMIS 

implementation in local Assemblies currently underway before full 

scale implementation to determine its compatibility and capability 

for a possible future electronic interface to eliminate manual 

voucher batches considering the current challenges of delays in 

submission of these reports and any risks of data loss and 

manipulation  associated the current EPICOR based IFMIS setup 

 

• The AGD should consider implementing an Extended Financials 

Suite of the EOPICOR based IFMIS should also offer  Payroll and 

full Human Resource Management modules and Asset management 

to extended the current IFMIS to provide Government a more 

comprehensive and integrated resource management system 

 

• The AGD should consider repositioning of its current DRS site as it 

is far below the normal recommended distance3 from the main site. 

While the Consultant appreciate a number of constraints associated 

with this move, it would be worthwhile to pursue this direction than 

the cost of managing the consequences of any major crisis. There 

                                                
3 The recommended minimum distance for DRS from the main site according to best practice should be 
greater than 100miles, while the current AGD’s DRS is within 10miles 
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are a number of transport network solutions that can be explored 

for a possible application such as MTL leased line and fibre 

connectivity more recently introduced by ESCOM 

 

• The MoF especially Treasury and AGD senior management should 

take serious deliberate attempt to undergo training for the EPICOR 

based IFMIS to comprehensively understand the system 

architecture and all the functional processes to enhance their 

capacity in the management of the system 

 

• The AGD should make a deliberate attempt is sensitizing the users 

of the EPICOR based IFMIS on its functionality and the challenges 

faced with GWAN to change the current negative perception of 

system as part of the overall change management process 

 

• The AGD should establish a formal help desk to improve instant 

support services to users and also ensure adequate training for 

different users of the IFMIS within the MDAs.  

 

• The AGD core support team should take a proactive and holistic 

approach in identifying common reporting needs at different levels 

within the MDAs and develop those reports that can be easily 

accessed using common platform. 

 

• The AG should ensure that a strict report writing delivery plan has 

been developed and agreed with the core support team that 

underwent the report writing training to ensure that their skills are 

put to use and ensure that further existing capacity gaps are 

urgently identified and appropriately addressed. 

 

• The AGD should urgently review and redefine the current 

Government yearend processes and engage Soft-Tech Consultants 

to support the development of  various year end and ad hoc reports 
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in IFMIS particularly ‘Appropriation Accounts’ so as to ensure 

accurate and timely submission to NAO and National Assembly. 

 

• The AGD should redefine the system user report access rights to 

ensure that users within the MDAs easily access key reports from 

their core modules without the support and involvement of the core 

support team. 

 

• The AGD should also in the long term consider developing the 

report writing capacity within IT departments of MDAs to reduce 

support time and workload for the core support team. 

 

• The AGD should immediately explore the possibility of a direct 

electronic interface with RBM system to ensure cheque listing data 

is also instantly transmitted as soon as the payment process is 

completed to mitigate the risk of data loss and ensure and maintain 

the credibility of Government cheques. 

 

• The AGD should consider an immediate review of the RBM’s 

MIDAS payments/banking software to determine its current 

interface compatibility and capability with EPICOR based IFMIS 

and ensure that this linkage is immediately established and also 

that any future versions of the RBM’s payments/banking system 

should be designed to allow easy electronic interface with the 

existing Government IFMIS applications 

 

• The AGD should immediately engage Soft-Tech Consultants to 

urgently establish an electronic interface between EPICOR based 

IFMIS and HRMS and Payroll systems to ensure accurate and 

instant data transfer and reduce the risks of data loss and 

manipulation mostly arising from current manual interventions and 

above all enhance instant reporting between the two systems. 
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• The Government through OPC should immediately consider a 

comprehensive review of the system design, architectural and 

functionality of the HRMS and Payroll system in order to identify 

any design and operational deficiencies and establish main causes 

of numerous data inaccuracies from the system in order to ably 

devise strategic solutions to the problem 

 

• The AGD should ensure comprehensive checks and verifications are 

done before capturing for processing payroll data from DHRMD for 

payments to ensure only accurate and appropriate payments are 

made. 

 

• The Government should engage the dealer/provider of Global 

HRMS and Payroll to explore the possibility of including a pensions 

and gratuity sub-module within the current suite or implement a 

standalone module for managing and processing all Government 

pensions and gratuities. 

 

• The AGD should also immediately consider a review of the 

functionality of the current MALSWITCH link/connectivity between 

the CPS and RBM to identify a more secure and viable solution to 

this problem of frequent system outage 

 

• The AGD should urgently establish a fall back mechanism in case of 

the MALSWITCH connectivity failure so that cheques are not 

bounced at the commercial banks due to lack of documentation for 

confirmation so as to avoid losing the already regained credibility of 

Government cheques. 

 

• The Government (OPC) should immediately explore means of  

restoring and ensuring reliable performance of the GWAN services 

as the only and prime transport path for IFMIS to improve the 

negative perceptions of MDAs about IFMIS performance failure  
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• The AGD should improve the security of tape-backed up data by 

ensuring encryption before offsite transfers. In addition the AGD 

should consider an online connectivity with the RPOs and other 

parallel CPSs at Malawi Defence Force, Police and State Residences 

to ensure that backups are transferred electronically and more 

instantly. 

 

• The Government (OPC) should urgently intervene to improve the 

audit capacity of the NAO by providing it with adequate resources 

and a system based audit and management module to ensure the 

Office is able to audit the IFMIS system functionality and increase 

audit coverage of the Government institutions. 

 

• The Government should consider a further comprehensive review of 

the EPICOR based IFMIS system framework as there are a number 

of areas that were not comprehensively covered due to limited scope 

and timeframe as pointed out the detailed section of the findings in 

the context of its responsiveness to the critical dimensions of the 

PFM cycle and international best practice.  

2.3.2 Key areas requiring further review 
 

Due to the limited scope of this assessment and other issues that were 

identified during the process, the Consultant hereby recommend a 

further assessment into the following areas; 

 

• EPICOR based IFMIS system design/architecture and 

functionality in the context of the current critical Malawi 

Government PFM cycle, provisions of the PFM Act and 

International Public Accounting Standards to adequately 

determine its suitability and responsiveness 

 



Summary Report on the Assessment of GOM IFMIS Implementation (Quick Impacts Program) – UltiNetS 2009 31

• Contractual and engagement process for Soft-Tech Consultants 

and IFMIS design and implementation costs  

 

• Current Government sector wide business processes and 

financial and management information reporting needs and how 

they have been addressed within the customized system 

implementation considering the fact that almost four years have 

elapsed since the start of system implementation to 

comprehensively understand the system requirements gap 

which seems to have not been comprehensively undertaken 

 

• Soft-Tech engagement process, contractual arrangement with 

the Malawi Government, service delivery(system customization, 

licensing and consultancy) and the entire project costing for 

implementation of EPICOR based IFMIS  

 

• Internal control processes on a live database as access was not 

granted during this review to validate these findings and also 

identify an potential control gaps as mentioned above 

 

• Business continuity capacity within the AGD that would focus 

on key performance requirements of the DRS and main data 

centre and core support staff capacity in terms of skills and 

competencies 

 

• The design, functionality, maintenance and security posture of 

the DRS to meet international best practice 

 

• The setup and functionality of the MALSWITCH link between 

the AGD and RBM 

 



Summary Report on the Assessment of GOM IFMIS Implementation (Quick Impacts Program) – UltiNetS 2009 32

• Global HRMS and Payroll system design, architectural and 

operational framework and its electronic interface compatibility 

with EPICOR 7.2.3. This should also extend to other key 

subsystems such the CS-DRMS for debt and aid management as 

mentioned above 

 

• The possibility of incorporating part 1 of the development budget 

into the EPICOR based IFMIS and the various reporting needs 

of donors 

 

• The adequacy of Government financial control procedures under 

IFMIS in light of numerous minor system user challenges 

reported during the assessment 

 

• System external control framework/environment 

 

• EPICOR based IFMIS system audit requirements analysis to 

establish the design and functional requirements of an 

appropriate audit management system module to be used by the 

NAO 
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ACRONYMS AND ABBREVIATIONS 

 

AG   Accountant General 

DAG   Deputy Accountant General 

AGD   Accountant General’s Department 

AUDG  Auditor General 

CMD   Cash Management Division 

CPO   Central Payment Office 

CPS   Central Payment System 

CCA   Credit Ceiling Authority 

COA    Chart of Accounts 

CS-DRMS Commonwealth Secretariat’s Debt and Reserve 

Management System 

DA District Assembly 

DRS   Disaster Recovery Site 

DISTMS Department of Information Systems and Technology 

Management Services 

DAMD Debt and Aid Management Department 

DHRMD Department of Human Resource Management and 

Development 

ERP   Enterprise Resource Planning 

EFT Electronic Funds Transfer 

EPICOR  IFMIS software 

GWAN  Government Wide Area Network 

GFS   Government Finance Statistics 

GOM    Government of the Republic of Malawi 

HRMIS  Human Resource Management Information System 

HIPC   Heavily Indebted Poor Countries 

ICT   Information and Communications Technology 

IFMIS  Integrated Financial Management Information System 

IMF International Monitory Fund 
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IPSAS International Public Sector Accounting Standards 

IPSASB International Public Sector Accounting Standards 

Board 

LAN   Local Area Network 

LPO Local Purchase Order 

MCC Millennium Challenge Corporation 

MIDAS  Reserve Bank Accounting System (Application) 

MRA   Malawi Revenue Authority 

MEFT Medium Term Expenditure Framework 

MDA Ministerial Departments and Agencies 

MGDS Malawi Growth and Development Strategy 

MoF Ministry of Finance 

NAO National Audit Office 

NLGFC National Local Government Finance Committee 

ORT   Other Recurrent Transactions 

OPC   Office of the President and Cabinet 

PFM   Public Financial Management 

PFMAF Public Financial Management and Accountability 

Framework 

PFM ACT Public Finance Management Act 

PRSMU  Public Sector Reforms Management Unit 

PS   Principal Secretary 

RBM   Reserve Bank of Malawi 

RPO   Regional Payment Office 

ST   Secretary to the Treasury Management 

ToR’s   Terms of Reference 

USAID  United States Agency for International Development 

VPN   Virtual Private Network 

WAN   Wide Area Network 

 


